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SocialSecurity: YourNumber’sUp

Y ou’retoldoverandoveragainto keepyour
SocialSecuritynumbersafe.Don’t giveit
outunnecessariWDon’t keepit inyour

walletDon’t usesomeof itsdigitsasthePIN for
yourAThIcard.

That’ssoundadvice,butall it doesiskeepabad
situationfromgettingworse.SocialSecurity
numbers(SSNs)areinwidecirculationtoday.The
internetspeedsupaccess,butyourprivacy‘was
crackedevenbeforetheWeb.

‘~TheSSNhorsehasbeenoutofthebarnfor a
longtimenow,but we’ve onlyjust noticed,”says
DavidMedine,theFederalThdeCommission’s
associatedirectorfor financialpractice.“We need
anewwayof identifyingpeople.”

Believeit ornot, it’s legulfor privatefirms to
sell, orreveal,SocialSecuritynumbers.When
CongresspassedthePrivacyAct of1974.it
restrictedthegovernment’suseofSSNsbutleft
theprivatesectorfreetousethematwill.

Until two yearsago,anyonecouldbuySSNs
overthe Web,Finally~CongressandtheFTC
proddedthedatabaseindustryintolimiting public
access.

Thelimitationagreementcoversthe14
membersoftheIndividualReferenceServices
Group,which includesthethreemajorcredit
bureausaswell asthelargestcompilersofpublic
recordsandotherpersonaldatabases.

But althoughtheycutoutgeneralpublicaccess,
thesecompaniesstill sellyourSSN(orpartofit)
tocommercialfirms ofall kinds.privatedetectives,
lawyers,banks,insurers,firms grantingcredit,
debtcollectors,phonecompanies,hospitals,
insurers,lawenforcementagencies,employers.

Inevitably,someof thepeoplewithaccesswill
bedishonestor tualicious—takingSSNsandother
personaldatafor illegalpurposes.

In manycases,SocialSecuritynumbersare
opentopublic view.In hisnewbook,“Database
Nation” (O’Reilly, $24.95),SimsonGarfinkellists
abouttwo downwaysthatSSNsareusedas
generalidentffiers.

Forexample,yourMedicarenumberisyour
SSI’{. It mayalsoappearonyourdrh~slicense,
yourmarriagelicense,yourblood~donorcard,your
children’sbirthcertificatesandanyapplicationfor
governmentbenefits.

Pubik recordsareoneof thewayscommercial
databasesgetyournumber.Theotherwayisfrom

-~ ~mreau5.

In theearly1990s,theFTCwentafterthethree
majorcreditbureausfor sellingyourcredit
informationfor “nonpernissiblepurposes,”such
asdirectmarketing.TheFTC saulthatviolated
theFairCreditReportingAct.

Equifaxquitvoluntarily.Experian(thenThW)
negotiatedawrittenagreementonwhatit could
andcouldn’tsell.

Thedealallowsbureaustosellyourname,
address,dateofbirthandSSNbutnoothercredit
informationthat canhetiedtoyou. Forexample,
theycan’tsellthenamesof peoplewithhighcredit
limits ontheirbankcards.

Thethirdcreditbureau,TransUnion,refuseda
deal,andhasbeenfightingtheFTC, inandoutof
court,since1992.Recently.theFTCorderedit to
stopsellingpersonalcreditinformation,including
your age,for marketingpurposes.TransUnion
will appeal.

TheFTCstaffhadhopedthecommissionwould
limit thesaleofSocialSecuritynumbers,too,but
thatdidn’t happen.“TheSSNissueisgetting
hotterbecauseit’s thekeyto identitytheft,”
Medinetold my associate,DonPervucci.

Armedwith yournameandSSN,someonecan
pretendto beyouandapplyfor acreditcard,using
adifferentaddress.Bythetimeyoufindout, your
recordwill be tarredwith unpaidbills.

It cantakeyearsoffrustrationandexpenseto
getyourgoodnameback.

Francis.1. MentonJr., alawyeratWililde Farr&
Gallagherin NewYork, gctinterestedin
safeguardinghisownSSNafterthree
acquaintancesbadtheiridentitiesstolen.As it
turnsout, there’snowaytomaintainyourprivacy.

Creditbureaussaythatyou can’toptoutof
databasesusedby organizationswithalegitimate
needfor theinformation(banks,insurers,
employersandlawenforcementagencies,among
others).Thedatabasesthemselveswon’t expunge
yourSSNoranyotherinformation.TheSocial
SecurityAdministrationwon’t changeyour
number,exceptinextraordinarycircumstances.

Mentoncheckedmyfile for meatadatabase
servicecalledDatabaseTechnologiesinBoca
Baton,Fla.It containednotonlymySSNbutalso
thoseof twoofmykids,myson-in-lawandthe
peoplewhoboughtouroldhouse,alongwith their
addressesandotherinformation.All canbelegally
disclosed,if theycomefrompublic records,
Medinesays.And there’snothingyoucando. ~1


